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PORTSWIGGER LAB 1 - CSRF vulnerability with

no defences

Exploit Server: CSRF vulnerability with no defenses - Chromium ™ =13

Web Security CSRF vulnerability with no defenses

Academy

Congratulations, you solved the lab! Share your skills! g Continue leaming 5

This is your server. You can use the form belaw ta save an explait, and send it to the victim

Please note that he victim uses Google Chrome, When you test your exploit against yourself, we recommend using Burp's Browser or Chome.

Craft a response

URL: hitps:ffexploit-0atf0070044397b8807d02a8011900df exploit-server.net/exploit
;

F

Jexploit

He

HTTP/L.1 200 OK
Content-Type: textvhtml; charset=utf-8

<html=
<I-- CSRF PaC - generated by Burp Suite Professional > 1
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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Web Security Academy > CSRF > Lab

< Back to all topics

What is CSRF? Lab: CSRF vulnerability with no defenses

Impact
APPRENTICE e
How does CSRF wo 2 LAB Solved

XSS vs CSRF

Constructing an attack This lab's email change functionality is vulnerable to CSRF.

To solve the lab, craft some HTML that uses a CSRF attack to change the

Delivering an exploit
viewer's email address and upload it to your exploit server.

D
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PORTSWIGGER LAB 2 — CSRF where token validation
depends on request method

(] Exploit Server: CSRF where token validation depends on request method - Chromium [_o][x]

Web Security CSRF where token validation depends on request method

Academy

Congratulations, you solved the lab! Share your skills! yf [  Continue leaming 5

This is your server. You can use the form below to save an exploit, and send it to the vicim,

Please note that the victim uses Google Chrome. When you test your exploit against yourself, we recommend using Burp's Browser or Chrome

Craft a response

URL: hitps: fexploit-0a2700db0415430380200 exploit-sen

[

f
fexploit

HTTP/1.1 200 OK
Content-Type: texthtml; charset=uti-8

B
<hml>
«<!-- CSRF PeC - generated by Burp Suite Professional --> |
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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Web Security Academy > CSRF > Bypassing CSRF token validation > Lab

£ Back to all topics

What is CSRF? Lab: CSRF where token validation

D depends on request method
How does CSRF work? e

XSS vs CSRF 2 LAB Solved

Constructing an attack

Delivering an exploit This lab's email change functionality is vulnerable to CSRF. It attempts to block

CSRF attacks, but only applies defenses to certain types of requests.
04:48 PM
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PORTSWIGGER LAB 3 — CSRF where token validation
depends on token being present

(] Exploit Server: CSRF where token validation depends on token being present - Chromium o]

Web Security CSRF where token validation depends on token being present

Academy

Congratulations, you solved the lab! Share your skills! yf [  Continue leaming 5

This is your server. You can use the form below to save an exploit, and send it to the vicim,

Please note that the victim uses Google Chrome. When you test your exploit against yourself, we recommend using Burp's Browser or Chrome

Craft a response
URL: hitps:/fexploit-0a0700ed04baat8 1cdicd627015b004d e xploit-server.net/exploit
b
F
fexploit
He

HTTP/1.1 200 OK
Content-Type: texthtml; charset=uti-8

<hml>
«<!-- CSRF PeC - generated by Burp Suite Professional --> |
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Join us on May 15 for a live demo of how Burp Suite T solves real-world security challenges. Register Now
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Web Security Academy > CSRF > Bypassing CSRF token validation > Lab

< Back to all topics

What is CSRF? Lab: CSRF where token validation
R depends on token being present

How does CSRF work?

XSS vs CSRF 2N LAB Solved

Constructing an attack

Delivering an exploit This lab's email change functionality is vulnerable to CSRF.

To solve the labh. use vour exnloit server to hast an HTMIL naae that uses a
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PORTSWIGGER LAB 4 — CSRF where token is not tied to
user session

(] Exploit Server: CSRF where token is not tied to user session - Chromium M =1E3|

Web Security CSRF where token is not tied to user session

Academy

Congratulations, you solved the lab! Shareyour skillst 9 [  Continue learning

This is your server. You can use the form below to save an exploit, and send it to the victim,

Please note that the victim uses Google Chrome. When you test your exploit against yourself, we recommend using Burp's Browser or Chrome

Craft a response

URL: https:/ffexploit-0a7c0099040d44f38197d33101 730069 exploit-server.netexploit
5

F

Texploit

He

HTTP/1.1 200 OK
Content-Type: text/htmi; charset=utf-8

<htmi>
<I-- CSRF PaC - generated by Burp Sute Professional > 1
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Join us on May 15 for a live demo of how Burp Suite T solves real-world security challenges. Register Now
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Web Security Academy > CSRF > Bypassing CSRF token validation > Lab

< Back to all topics

What is CSRF? Lab: CSRF where token is not tied to user
Impact session

How does CSRF work?

<)

XSS vs CSRF
Vs S LAB Solved

Constructing an attack
Delivering an exploit This lab's email change functionality is vulnerable to CSRF. It uses tokens to try

to prevent CSRF attacks, but they aren't integrated into the site's session
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PORTSWIGGER LAB 5 —CSRF where token is tied to
non-session cookie

(] Exploit Server: CSRF where token is tied to non-session caokie - Chromium =13

Web SECUI’it CSRF where token is tied to non-session cookie

Academy

Congratulations, you solved the lab! Share your skills! 9 [  Continue leaming %

This is your server. You can use the form below to save an exploit, and send it to the victim,

Please note that the victim uses Google Chrome. When you test your exploit against yourself, we recommend using Burp's Browser or Chome

Craft a response

URL: hitps:fexploit-0a3c00d903b84dd8002023d017200b6 exploit-server net/exploit
b

F

Jexploit

HTTP/1.1 200 OK
Content-Type: texthtml; charset=utf-8

B
<himl>
«<l-- CSRF PaC - generated by Burp Suite Professional --> |
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Register Now

Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges.
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Web Security Academy > CSRF > Bypassing CSRF token validation > Lab

< Back to all topics

What is CSRF? Lab: CSRF where token is tied to non-
Impact session cookie

How does CSRF work?

<

XSS vs CSRF 2N LAB Solved

Constructing an attack
Delivering an exploit This lab's email change functionality is vulnerable to CSRF. It uses tokens to try

to prevent CSRF attacks, but they aren't fully integrated into the site's session
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PORTSWIGGER LAB 6 — CSRF where token is duplicated
in cookie

(] Exploit Server: CSRF where token is duplicated in cookie - Chromium =13

Congratulations, you solved the lab! Share your skills! 9 Continue learning 3

This is your server. You can use the form below to save an exploit, and send it to the victim,

Please note that the victim uses Google Chrome. When you test your exploit against yourself, we recommend using Burp's Browser or Chrome

Craft a response
URL: https:/fexpl 4 19f79¢101b600f9 exploi net/exploit

H

lexploit

He

HTTPrL1 200 OK
Content-Type: text/htm; charset=utf-8

B

<htmi>
<! CSRF PoC - generated by Burp Suite Professional —>
<body:
<script>history.pushState(", ", '/);</script>
4e3dbdd81717a6800c10067 web-security-acad

3 abcdKARDO&#64 adk#46 com” 1>

‘fake" />

‘Submit request” />

! ail" method="POST">

<input type="hidden" nan

<input type="submit” value='
<florm>
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now

Log out

&1 PortSwigger
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Web Security Academy > CSRF > Bypassing CSRF token validation > Lab

< Back to all topics

What is CSRF? Lab: CSRF where token is duplicated in
Impact cookie

How does CSRF work?

<

XSS vs CSRF

5 LAB

Constructing an attack
Delivering an exploit This lab's email change functionality is vulnerable to CSRF. It attempts to use

the insecure "double submit" CSRF prevention technique.
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PORTSWIGGER LAB 7 — SameSite Lax bypass via
method override

Exploit Server: Samesite Lax bypass via method override - Chromium

WebSecurity SameSite Lax bypass via method override

Academy

Congratulations, you solved the lab! Share your skills! [  Continue leaming 5

This is your server, You can use the form below to save an exploit, and send it to the victim

Please nate that the victim uses Google Chrome. When you test your exploit against yourself, we recommend using Burp's Browser or Chrome.

Craft a response
URL: https:ilexploit-Da4600970339ch518751e6c5015500c9 exploit-server. net/exploit
b
F
lexploit

HTTP/1.1 200 OK
Content-Type: text/html; charset=utf-8

<html>
<l-- CSRF PoC - generated by Burp Suite Professional
ENG 12:42 PM

== Q o @ n ® 5 % ? u ; @ ﬁ \" 3 0 m G -~ e q @ g o IN s 07-05-2025

v
-

23 portswigger.net, W o u )

Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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Web Security Academy > CSRF > Bypassing SameSite cookie resfrictions > Lab

< Back to all topics

What is CSRF? Lab: SameSite Lax bypass via method

meact override
How does CSRF work? e

XSS vs CSRF N LAB Solved

Constructing an attack
This lab's change email function is vulnerable to CSRF. To solve the lab, perform

Delivering an exploit
a CSREF attack that changes the victim's email address. You should use the

12:43 PM

EEQQ@’GQB%?WL@ﬁQQQMGA0@@.“_’ AE\’:‘«G@Q’D@nws—zozs



PORTSWIGGER LAB 8 — SameSite Strict bypass via
client-side redirect

] Exploit Server: SameSite Strict bypass via client-side redirect - Chromium M =13

q g Stric S -
Web Securlty SameSite Strict bypass via client-side redirect

Academy

Congratulations, you solved the lab! Share your skills! g Continue leaming 5

This is your server. You can use the form below to save an exploit, and send it to the victim

Please note that he victim uses Google Chrome, When you test your exploit against yourself, we recommend using Burp's Browser or Chome.

Craft a response

URL: I 64.exploit-server netlexploit

fexploit
He

HTTP/1.1 200 OK
Content-Type: textvhtml; charset=utf-8

<html=
<I-- CSRF PaC - generated by Burp Suite Professional > 1
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Join us on May 15 for a live demo of how Burp Suite T solves real-world security challenges. Register Now
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Web Security Academy > CSRF > Bypassing SameSite cookie restrictions > Lab

< Back to all topics
Whatis CSRF? Lab: SameSite Strict bypass via client-
Impact side redirect

How does CSRF work?

<)

XSS vs CSRF 2N LAB Solved

Constructing an attack
Delivering an exploit This lab's change email function is vulnerable to CSRF. To solve the lab, perform

a CSRF attack that changes the victim's email address. You should use the
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PORTSWIGGER LAB 11 -CSRF where Referer validation
depends on header being present

| Exploit Server: CSRF where Referer validation depends on header being present - Chromium =

g CS N =ferer validatio epends © eade g ese
Web SECUFIty CSRF where Referer validation depends on header being present -
Academy

Congratulations, you solved the lab! Share your skills! w [  Continue leaming »

This is your server. You can use the form below o save an exploit, and send it to the victim.

Please note tha the victim uses Google Chrome. When you test your exploit against yoursel, we recommend using Burp's Browser or Chrome.

Craft a response

URL: hitps:/fexploit-0a3b00780474TH 003.exploit netiexploit

fexploit

HTTP/L.1 200 OK
Content-Type: lexthiml: charset=ul-8

<himi>
<l.- CSRF PoC - generated by Burp Suite Professional > 1
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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Web Security Academy > CSRF > Bypassing Referer-based CSRF defenses > Lab

< Back to all topics

Whatis CSRF=? Lab: CSRF where Referer validation

impact depends on header being present

How does CSRF work?

XSS vs CSRF S e
Constructing an attack

Delivering an exploit This lab's email change functionality is vulnerable to CSRF. It attempts to block

D cross domain requests but has an insecure fallback.

HQOONOBRCOPALDBGSSPONE «-MGOBAGE -2 vsow 200



PORTSWIGGER LAB 12- CSRF with broken Referer
validation

Exploit Server: CSRF with broken Referer validation - Chromium

Web Security CSRF with broken Referer validation

Academy

Congratulations, you solved the lab! ‘Share your skills!  yf Continue leaming 5

This is your server. You can use the form below to save an exploit, and send it to the victim

Please note that the victim uses Google Chrome, When you test your exploit against yourself, we recommend using Burp's Browser or Chiome.

Craft a response

URL: https:/fexploit-0ab0009b034121a68073025501850001 exploit-server net/exploit
b

F

fexploit

HTTP/1.1 200 OK
Content-Type: text/html; charset=uti-8
Referrer-Policy: unsafe-url

<hmi>
<I-- CSRF PaC - generated by Burp Suite Professional >
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Join us on May 15 for a live demo of how Burp Suite DAST solves real-world security challenges. Register Now
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Web Security Academy > CSRF > Bypassing Referer-based CSRF defenses > Lab

< Back to all topics

What is CSRF? Lab: CSRF with broken Referer validation

Impact
<)

How does CSRF work? A LAB Solved

XSS vs CSRF
This lab's email change functionality is vulnerable to CSRF. It attempts to detect

Constructing an attack

and block cross domain requests, but the detection mechanism can be
Delivering an exploit
bypassed.
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PS : The labs 9,10 required to do the labs of
websocket vulerabilities also,which have not been
covered yet. Tried doing them,but they are quite
different.

Hence, | have done the remaining 10 labs which were
all related to CSRF only




