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PORTSWIGGER LAB 1 - CSRF vulnerability with  

no defences 

 

 



PORTSWIGGER LAB 2 – CSRF where token validation 

depends on request method 

 

 

 



PORTSWIGGER LAB 3 – CSRF where token validation 

depends on token being present 

 

 

 

 



PORTSWIGGER LAB 4 – CSRF where token is not tied to 

user session 

 

 



PORTSWIGGER LAB 5 –CSRF where token is tied to 

non-session cookie 

 

 



PORTSWIGGER LAB 6 – CSRF where token is duplicated 

in cookie 

 

 

 



PORTSWIGGER LAB 7 – SameSite Lax bypass via 

method override 

 

 

 

 

 

 



PORTSWIGGER LAB 8 – SameSite Strict bypass via 

client-side redirect 

 

 

 

 



PORTSWIGGER LAB 11 -CSRF where Referer validation 

depends on header being present 

 

 

 

 



PORTSWIGGER LAB 12- CSRF with broken Referer 

validation 

 

 

 



PS : The labs  9 ,10 required to do the labs of 

websocket vulerabilities also,which have not been 

covered yet. Tried doing them,but they are quite 

different. 

Hence, I have done the remaining 10 labs which were 

all related to CSRF only 


